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1
Decision/action requested

It is requested to discuss the discussion paper on WWC SID update for TNAP mobility
2
References

[X] 

3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
3
Rationale
SID S3-222710 updates are presented for approval. Here are the history and reasoning why TNAP mobility is required to be supported.
4
Detailed proposal
4.1 History 
We wanted to include the security aspect of TNAP mobility in the WWC SA3 study/SID.

However, during the WWC SID approval, a few companies commented that security aspects of TNAP mobility should be first confirmed by SA2 because SA2 specs capture the same. Therefore, we removed the TNAP mobility aspects from the SA3 WWC SID and sent the LS (S3-221165) to SA2 to confirm the same. The agreement was that, once SA2 confirms it, we can include the objective in the SID for TNAP mobility.
LS S3-221165 contains:
TS 23.502 (Rel 16) Clause 4.12a.9 contains a security solution of TNAP mobility, (security keys are also derived in the solution). However, it contains a note: 

NOTE: It is expected that SA WG3 will confirm the above steps and will define how the re-authentication root key (rRK) is created.

However, SA3 would like to inform SA2 that SA3 has never performed any study on this topic/issue. We would like to get SA2 feedback if it is worthwhile to study these security aspects to address that note, considering it is a Rel 16 leftover security item. Meanwhile, will SA2 accept a new security solution in addition to clause 4.12a.9? This is relevant to the scope and the output of this work. For example, only evaluate the solution in clause 4.12a.9 regarding the security aspects or provide a new solution.

2. Actions: To SA2:

ACTION: 
SA3 kindly asks SA2 to provide feedback on the above question.
At this meeting, we received the SA2 LS S2-2206999  response where SA2 has removed the security procedure of TNAP mobility from SA2 specs and suggests it is worthwhile to study the security aspects of optimizations of inter TNAP mobility.
4.1 Why TNAP mobility should be studied
Mobility between two TNAPs within the same trusted Non-3GPP Access Network Gateway Function (TNGF) is not supported in 3GPP currently. For example, when UE moves between two nearby or overlapping TNAP1 and TNAP2, the connectivity will break. Therefore, UE services will be interrupted. The UE needs to reconnect, go through another authentication procedure to continue the service even though the two non-3GPP access connect to the same 5GC.

There could be some possible solutions where UE switches the TNAP1 to TNAP2 without breaking the connectivity. However, the security aspects of optimizations of inter-TNAP mobility were never studied in SA3. We do admit that SA2 added the TNAP mobility optimization procedure in Rel 16/17 without consulting SA3 (please refer to the 4.1 section), but based on SA3 LS(S3-221165), they have also removed the optimization procedure from SA2 specs.
5
Conclusions and proposals
We propose to agree on the updated SID  S3-222710 and KI S3-222711 related to the same.
